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1. Background

Every piece of data that is published into ESG will be part of one or more collections. Users join the ESG portal and can be part of groups. Groups of people will be given access to different collections of data. Each group or collection has at least one user with the role of administrator. Administrators can approve membership requests for a group or access to a collection. Other roles will allow read access to the data in a collection or allow the user to publish data. Groups and users can have access to a collection and both have one or more roles associated with that access. Every member of a group inherits that role and therefore the access permissions a group has for a collection. Figure 1 illustrates the relationships between users, groups, and collections. A role stands for a set of permissions. 
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1.1 Policy specifications rules

P1. Every user who is enrolled in ESG will have to be associated with at least one group, the default group for ESG portal users, but can be affiliated with more groups.

P2. Some collections of data are designated as open access by default. That is, by default, all users will have access to this data unless specifically declined by the user
. This means the collection is accessible to every member of the “ESG portal group”. 
P3. Some groups may be given access to collections of data. For example, if a U.S. researcher enrolls in the ESG U.S. group, they will be automatically enrolled to receive U.S. collections of data such as: CCSM, GFDL, and GISS. These data will be freely available to them. 

P4. Some collections will be more restrictive (like the IPCC AR4/AR5) controlled by a specific organization. They won’t allow access to a group of users. For this more restrictive case, the user will request access to that collection of data directly. They may have to provide additional information that is not part of the standard or basic enrollment procedure. This information then gets routed to the person or people that have the authority to approve or deny access to the collection. 

P5. Branding of data will identify and give credit and visibility to desiring groups.

P6. Users may be assigned different roles within each group. A user can be a simple member of a group, but he can also be an administrator for the group with the permission to approve new group members or remove users from the group.
P7. Users and groups may be assigned different roles for each collection. For example in Figure 1, the “Project Group” has the roles of user and publisher for “collection 3” and the role of user for “collection 4”. Every member of the group can read and publish data for “collection 3”. “User 4” also has the role of user and therefore read access to “collection 4”.
P8. An option of closing off certain metadata holdings at the dataset level will be supported, but most of the metadata will be visible to the public so that users can search and discover data holdings. For example, an experimental model run may not be visible to the public.

P9. Based on geographic location/country and affiliation (institution, organization) a user may qualify for default group memberships. This could be determined manually or in some instances maybe automatically. For instance a U.S. researcher can join the U.S. group and gain access to the collections that this group can access. Known affiliations could be represented by groups with access to a set of collections.

P10. If ESG users change their institution; this will change their default group access and inform the appropriate authentication entities.
2 Example use cases
(U1-U5 in PowerPoint file.)
U6. A potential user “Googles” for climate data and finds ESG, then they register and become a default member. For instance a U.S. researcher would become member of the ESG and the U.S. group and gain access to all open collections as well as all U.S. collections of data. 
U7. An existing ESG user does a “Google” search, or does an ESG “Google” like search, or scrolls through the data collections list and finds data that they are not registered to receive. They then request access to a collection containing the data or request membership in a group that will allow them to access the data. 

U8. An existing ESG user discovers that they would like to have access to restrictive data (e.g., IPCC AR5 data). That is, they did a search and found metadata that describes data that is serviced and supported by PCMDI and restricted to registered users only. They try to access the data anyway (thinking that they might be registered), but the notice appears, “PCMDI restricted data. Do you want to request access to the PCMDI supported collection of data?” The user selects, “yes”. The PCMDI Request for Enrollment page appears and the user enters their registration information and submits the request. (Note: some of the user information will not have to be re-entered since she/he is already registered with ESG. For example, they will not have to enter a new username and password.) A page appears stating that the request has been made and waiting for approval by the PCMDI AR5 authoring entity. The user acknowledges the page and continues with their ESG portal session.

U9. An existing ESG user forgets their username and/or password. Under the login tab, the user selects “Forgot username” or “Forgot password”. A page appears that allows the user to enter their e-mail address. Their username and/or password will be e-mailed to them.

U10. An existing ESG user wants to change their password, e-mail, or other user information. First the user logs onto ESG with their existing username and password. Then they select the My Account tab to show user information. On this page the user will be able to change account information including setting a new password. If they change restrictive information, then this information is sent to the appropriate authentication entities for re-approved access.

2.1 Functionality requirements

1. User-side functionality

a. Support group enrollment in ESG from any portal.

b. Support listing the collections of data that are available for registration. This would include the list of collections of data that are freely available to all, U.S. only, U.K. only, etc., and restrictive that the user must register for.

c. Support registering for particular collections of data from any portal.

d. Support registering for restrictive collections of data (like AR5) from any portal, but must bring up that organizations registration page without leaving the current portal. (In other words, the user should not have to log onto a specific portal to register, but that organization’s custom registration page(s) should be presented to the user.) When done, the user will resume their normal operations in the initiated portal.

e. Support un-enrollment from groups in ESG from any portal.

f. Support un-registering from particular collections of data and from any portal

g. Support user priority status

h. Support options such as: send me data update notices, new computing resources, new groups, etc.

i. Support notification of access to collections of data.

j. Registration should scale up to 50,000 users.

2. ESG administrator functionality

a. Support displaying of user details (personal information and access control permissions)

b. Support listing of users for any group

c. Support revocation of user affiliation with a specific group, or complete un-enrollment of user from ESG system

d. Support creation of a new user group
e. Support creation/registration of new collections
2.3 Performance requirements

1. Must be able to access free data once registration is completed.

2. For restrictive data, the turn-around time may vary, but once the approval person has approved access, then access
 to the data retrieval process should be immediate.  

3 Other thoughts
3.1 Groups and Collections
Groups are a management mechanism to simplify granting a user access to a set of collections. It makes sense to have both concepts represented in the user interface. However it seems that at the implementation level both concepts could be redundant. Groups and collections have very similar properties and behavior. Both should have a unique id, a name, a description, and may be a policy document and a home URL (especially for group representing projects or organizations). Both have a list of members/users with different roles like user, publisher, and administrator.
4 Open questions/Not covered
1. How does data become part of a collection?

2. Fine-grained permissions associated with roles are currently out-of-scope for this document.

3. How is the visibility of metadata managed (P8)?

4. What does priority status mean and how is it applied to a person? Is it an attribute associated with a user, so that it applies to all his requests and operations?

5. Do we need to store the history of registration information? What information changes require a renewal of access approval for collections and groups? Is this something we need to configure for collections and groups?

6. Hidden groups/collections. These would be groups and collections that are not listed in the portal. Membership or access would have to be requested through back-channels or an administrator could extend an invitation to a user, the reverse of the usual process.

�Is this really needed?  This is more complexity without any value, I think


�Do you mean “roles”?  Priority status was not mentioned above.


�I doubt that you meant “retrieving data should be immediate” since it take time to get the data.  That’s why I re-worded that.





