ESG-CET SECURITY SERVICES ARCHITECTURE NOTES

· The ESG Security Services (“ESG SS”) API includes the following functionality:

· Authentication by username and password. Result of positive authentication is a Grid certificate with user attributes embedded as SAML attribute statement signed by the ESG CA (Question: should the result be a SAML authentication statement instead of a certificate ?)

· Authorization to access a resource for a given operation (read, write, etc.). Result of positive authorization is a SAML authorization statement signed by the ESG CA.

· Query for attributes associated with a given user (no authentication involved). Result is a SAML attributes assertion signed by the ESG CA.

· Query for policies associated with a given resource (no authorization involved). Result is a SAML attributes statement signed by the ESG CA.

· Internally, the ESG SS are composed of pluggable User and Resource Information providers

· A Desktop Client (for example, an OPeNDAP desktop client) will interact directly with the ESG SS to obtain authentication and/or authorization credentials, that will be handed to the Data Services Provider toghether with the request.

· Note: since the client can store the credentials in memory or in a fixed location on the user system, the credentials can be reused across multiple Data Service Provider and/or Desktop Clients.

· Single Sign On (SSO) for Web Browser Clients will be achieved through a system-wide SSO Portal, acting itself like a client to the ESG SS 

· Initially the SSO Portal will be based on CAS, later we might be able to use Shib. It’s also likely CAS will integrate with Shib once Shib has extensive Java support.

· A Web Browser client making a request for a restricted resource or service to an ESG Gateway will be redirected to the ESG SSO Portal, which will in turn pass the authentication request to the ESG SS.

· Through a sequence of HTTP redirects, authentication requests and ticket validation steps (not all shown in the picture for simplicity), the ESG Gateway acquires the user identity

· Currently, the ESG Gateway will have to make a separate request to the ESG SS to obtain the user attributes (CAS does not currently transmit user attributes)

· The ESG Gateway can use the user credentials internally to authorize access to resources it directly cotrols (for example, URLs), or pass them to a Data Services Provider with the request

· A system of Acegi filters deployed on the ESG Gateway intercepts all requests and provide functionality for access control to restricted resources, authentication redirection (to the SSO portal), and user attributes retrieval

· Note: if based on CAS, the ESG SSO Portal can also be optionally configured with an Acegi implementation of the CAS Authentication Handler interface (this allows to interoperate with the ESG SS through already existing interfaces). But the Acegi filters deployed on the ESG Gateway will work with ANY CASS SSO server, wether the CAS SSO uses Acegi or not.

