Working Security Requirements Document by Dan Fraser
(Reorganized & updated 2007-08-14)
Requirements derived from the Original Proposal section 5.8 (Security Services) and section 5.3 (Access & Analysis Services) + multiple ongoing ESG discussions.
1. Not All Sites Have a Trust Relationship with ESG: Enable a "broad base of users to access 'public' data" while simultaneously auditing "access by remote users with whom ESG has no existing trust relationship, as required by research sponsors." (Research sponsors are the folks that we are publishing the data for e.g., IPCC, CCSM, CCES).
Using the BADC example – users coming through the independent BADC portal users can access ESG data, but only if they have an ESG account. The credentials that the users are accessing with have to be known to ESG and we have to have them in our system with appropriate authorization. For federation - we can choose to accept credentials that BADC gives out and authenticate, but there will have to be some enrollment process by which those credentials would have to be register with our system and be given appropriate ESG authorization.  (Dean)
Note 1: This scenario is not the same as requiring federation in the standard sense where, in the classic case of two federated VOs, a user can register at either VO#1 or at VO#2. When he authenticates with VO#1, he is issued credentials that are recognized (via the CA trusting mechanism) by VO#2, but he never goes through the process of obtaining an account with VO#2. (Luca)
2. Ease of Access to Data: Users need to get access to the data in a multitude of ways that require little or no installation of additional software. For example: wget, HTTPS, GridFTP, DML. In addition, we would like for users to access the data though way that familiar to them, such as: browsers and existing fat client application tools. (Dean)
Note 1:  it would be helpful if users can use wget without modifying it. (Dean)
3. Scalability: "The current ESG registration service will be expanded to scale to a larger community base and to a system of federated Virtual Organizations and Certificate Authorities."

4. Group & Role Based Access: "Shared data access requires the ability to specify and enforce group (and Role)-based access control to access individual datasets." "Users will be affiliated with one or more groups (CCSM, IPCC, CCES, etc.) and be granted one or more roles within that group (READ, WRITE, ADMIN, etc.)" All data gateways and nodes must obey the same common security policy (i.e. recognize the same groups and roles)

5. Prioritization of Groups, Roles: Must accommodate prioritization of access, using multiple roles within a group.

6. Access Control Lists:  "Access control lists will be used to override or compliment group settings for specific users and resources. Users specific parameters will hold the level of access that each user has for a specific set of resources (for example, download 100GB per day as opposed to the default of 10GB.)"

7. Centralized Management System: There will be a centralized management system that manages authorization to access resources. 
8. Single Sign On: There must be Single Sign On between all the gateways and nodes. "Users will be able to register with a number of different domain-specific portals, and be automatically granted access rights to some of the services and holdings offered by the other federated portals". 
Note 1: Users will be able to access any portal and gain access to any of the data that they are authorized for. Users will be able to register through any ESG portal and be able to obtain appropriate access rights to all ESG services at their appropriate access level.  This should work anywhere… For example, the user should be able to register through independent portal like the BADC portal, as long as BADC is willing to interface with our central database. (Dean)
Note 2: the registration services could either be deployed on each gateway (Tier 2), or they could be deployed only on the central portal (Tier 1) – I don’t think we have made a decision in this regard. (Luca)
Note 3: Details of how to implement the SSO with “external” portals like BADC is not currently understood and needs further work to verify the possibility.  

9. Common Registration Process: The basic registration process, which guarantees the user a set of credentials that are valid for authentication through the system, needs to be the same for all gateways. But the process through which the user is granted membership to a particular group (which in turns allows the user to access a certain data collection), can vary depending on the group. For example, access to CCSM data MUST be approved by an administrator, while access to NCL/PyNGL software is granted automatically once the user clicks on a license agreement (i.e. enrollment in the NCL/PyNGL group is automatic for users that are already resgistered). (Luca)
10. Best Practices & Open Source Policy: The ESG-CET project will, as a matter of policy, employ industry best practices for security in the design and implementation of the ESG environment. Any (proposed) elements of the system that do not conform to best practices will be evaluated on a case by case basis for the risks and benefits of the approach, what functionality is intended to be provided, and whether there are valid alternatives that can provide the intended functionality while conforming to best practices.  In some cases, a valid "alternative" will be investing ESG-CET effort to extend a third-party tool we want to use to support ESG's preferred security model. Also, all security solutions must be available via open-source.

11. Long-term usernames/passwords cannot be sent across the ESG network unencrypted.

   a. This security breech could compromise not only ESG systems but other systems where users have the same username/password.
   b. Also, it could make it so that TeraGrid and other partners who are more sensitive about security would not want to interoperate in such an insecure environment.
12. Supported Clients: Access to ESG via the following clients must be supported in the prioritized order:

1. Data download from web portal interface (e.g., wget) – must be unmodified – can we the standard wget with the security constraints we have noted above? If yes, then this is first on the priority list. If not, then DML is first on the list.

2. Data download via Data Mover Light client – for faster and more reliable data transfers – This may be first on the list because it already fit into our security requirements.

3. OPeNDAP subsetting from web portal user interface

4. Desktop OPeNDAP client – Fat client (e.g. CDAT, NCL, IDV) connecting to Product Server (i.e., OPeNDAP, Thredds Data Server, etc.) 

5. Server-side visualization via the Product Server must conform to the authentication and authorization security requirements 

6. Desktop GridFTP and DML clients.
13. Canned Analysis Capabilities: "We need to make it possible (at least on some computers) for users to define and upload their own analysis procedures -- in a way that does not compromise the security or reliability of the server on which those procedures run" – in particular, canned analysis with role based access control.

14. Multi-site Use Case: "Users will want to run analysis procedures on datasets located at multiple sites." 
15. Collaborations: "We will collaborate with ORNL ... and the NSF TeraGrid project on using selected computer and storage resources to provide more powerful back-end computing for server-side analysis" 

Note 1: We need to federate with the TeraGrid. Use cases to be specified. (Dean)
16: ESG Testbed Groups: There are now seven groups in the ESG testbed:

    * PCMDI, Gateway, LLNL

    * NCAR, Gateway, CCSM model, NCAR

    * ORNL, Climate in-station, Oak Ridge

    * GFDL, Gateway, GFDL model, Princeton

    * BADC, Hadley model, UK  -- independent portal

    * DKRZ, MPI model, Max Planck Institute, FDR  -- independent portal

    * University of Tokyo Center for Climate System Research, Japan

   a. Some of these groups (BADC, DKRZ) will not be expected to run ESG software.

   b. Users local to these domains must have access to the ESG Testbed. Single sign on between these domains and ESG must be maintained. 

